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BesonacHocTb 13 ob1aka: MOXHO I LOBEPUTL OBHapY>KeHMe
LleNleHanpaB/ieHHbIX aTak 061auyHOMY cepBuUCy?

C 00Holi cmopoHsI, 06pabomka OaHHbIx 8 06/1aKke N0380J19em MmoyYHee 06HapyXXueame yepo3si.
C Opyzol, ecmb onaceHue, Ymo 8axxHas uHgpopmayus 6ydem HekoHMpoaupyemo obpabameisamecs 20e-mo
3a npedesiaMu yC08HO20 nepuMempa cemul.

O6nauHble BbIUNCAEHMWS CEFOAHA MPUMEHSIOTCA B Pa3HbIX 061acTaX M Nojyac No3BOJIAOT PeLlnTb Takue
3alaun, KOTopble paHbLUe Ka3anncb IMbo o4YeHb TPYAHbIMUW, AMHO HeocyLecTBUMbIMU. HO ogHUM

13 NPenaTCTBUA Ha NYTU MCNOAb30BaHNA 061aKoB CTaHOBATCS BOMPOCkl 6e3onacHocTu. ViHoraa ans Toro,
UTO6bI M36aBUTHCA OT BOJILLUMHCTBA ONACeHWH, 4OCTaTOYHO BHUMAaTe/IbHee NOCMOTPETb Ha Te UK UHble
0COBEHHOCTU KOHKPETHOW 061auHON apXMTEKTypbl.

Mpexze BCero MMeeT CMbIC/ pa3fennTb Ba COBEPLUEHHO pa3Hbix MOHATUs. [epBoe — 310 0bavHas
6e3onacHocTb. MNog “06nauHon 6e30NacHOCTbH” MOXKHO MOHMMAaTb OYeHb LUMPOKUIA KPYT BeLen:

OT KOHOUAEHLIMAaNbHOCTA M LIeNOCTHOCTU AaHHbIX B 06/1aKe 40 3almThl OT aTak 061auHbIX MHOPaCTpyKTyp.
BTopoe noHsATME — 3T0 6e30macHOCTb U3 obs1aKka. 34ecb peyb UAET O TOM, YTO 0baUHble TEXHONOTUY
MCMOJIb3YHOTCS MPOCTO KaK MHCTPYMEHT S PELLEHNS 3a/jay, CBA3aHHbIX C 3aLLUTON OT TEX MW MHbIX YrPO3.

besonacHocTb 13 obnaka yxe AaBHO B pa3HOW CTeneHu UCnosb3yeTtcs B npoaykTax Nb-BeHaopoBs. XoTs

B KOPMOPAaTUBHbIX PeLleHNAX NHOTAa CyLLLecTByeT BO3MOXHOCTb OTKAOUNTL Nepedady Arobon nHpopmalmm
B 06/1aK0, ee JOBObHO PeAKO UCMOAb3YHOT. Hanpumep, Aaxke B cay4vae € TPaAULMOHHBIM aHTUBUPYCOM,
OTKAFOUEeHMNe 06NauHbIX KOMMOHEHTOB, Kak NPaBWJ/IO, HAaCTONIbKO CHUXKaeT YPOBEHb 3aLL1Thl, UTO JenaeT

ero paboty npakTnyeckn 6ecrnosesHom.



BONLLWMHCTBO KOPNOPaTUBHbIX AHTUBUPYCHbIX
pelueHunii NO3BO/IAET OTK/IIDUUTL Nepegauy
KaKnX-/1M60 AaHHbIX C KOMMbIOTEPOB
nosb3oBaTesieil. ECTb in Takas BO3MOXXHOCTb B
o6s1auHOM peLieHnun?

ObnayHoe pelueHmne Cezurity He no3BosseT
MOJIHOCTbIO OTKAFOUWTL Nepeavy JaHHbIX
C KOMMbIOTEPOB MOJ/Ib30BaTENEN.

[na obHapy>KeHUs LeneHanpaBieHHbIX aTak 3T
HeobxoaMMO. B ocHOBe pelueHns NexunT aHanms
N3MEHEHWI BO BPEMEHU KPUTUYECKUX obnacTei
cucTem. Takol aHanm3 He MOXKET OCYLLeCTBAATLCS
NokanbHo. TpaAnLMOHHbIE METOAbI OOHAPY>KEeHUS
npeAHa3HaueHbl A5 3alMThbl OT MAcCOBLIX aTak,
TO eCTb TaKWX aTak, MHCTPYMEHTbI

AN51 OCYLLECTBIEHUNS KOTOPbIX Y>Ke UCMOJ1b30BalNCh
W, COOTBETCTBEHHO, UX NMPU3HaKN BCTpeYanmcb
paHbLue. Ecin cpaBHUTBL 3TO, Hanpumep,

C MeANLMHOM, TO AMarHo3 OAHOMY MaLMeHTy 34ecCb
CTaBWTCS Ha OCHOBE HabtOAaEMbIX CUMITOMOB

y Apyroro. B cnyuae ueneHanpasaeHHbIX atak
Takon MeToz HeaddeKTUBEH, MOTOMY UTO
3/10YMbILLNIEHHUKN NCMONb3YHOT YHUKA/IbHblE
WHCTPYMEHTbI Y METOZbl aTaku.

HekoTopble AaHHble C KOMNbIOTEPOB
COTPYAHMKOB OpraHu3aLuu nepeaaroTca AnA
06paboTku Ha cepBep. He npuBegert nu 310 K
TOMYy, uTO 6yAeT ckomnpomeTMpoBaHa KaKas-
nmn6o KoHpuaeHLManbHaa MHopmauma?

B obnako Cezurity gns obpabotku He nepedaromcs
HVKAKMe JaHHbIE, YTEUKU KOTOPbIX MOXHO
onacaTbCcs.

[na obHapy>eHWs LeneHanpaBaeHHbIX aTak
peweHvem Cezurity COTA aHanu3sunpyetca
nHopMaLmna 06 obbeKkTax, pacnosoXeHHbIX

B KPUTMYECKMX MecTax cucTeM. B Takmx mectax

He XPaHATCA HN JOKYMEHTbI, HU UX COAEPXXUMOE,
HW Kakune-1Mbo Apyrue nonb3oBaTeNbCkue JaHHble.
[ns aHanm3a B ob6nako MOryT nepegaBaTbCa Tena
NoZ03pUTENbHBIX UCMOAHAEMbIX GainnoB.
HeuncnonHaemble ¢aiinbl, Hanpumep, AOKYMEHTbI
N UX COAEPXXMUMOE, K TaKUM ObbekTaM He
OTHOCATCA, W, COOTBETCTBEHHO, B 06.1aK0

He nepegatoTcs. [py 3TOM OLLeHKa TOro, ABaseTca
N KaXAbln 06beKT NCnonHaeMbIM Ganaom,
NPOVCXOANT Ha KJIMEHTe A0 nepejadn ero

B 0bnako. Takmm obpa3om, B pesyabraTte
MCMOAb30BaHMA peLleHna H1Kakas
KOHPUAeHLManbHaa MHGOpMaLmMa He MOXKeT ObITb
CKOMMpPOMeTMpOBaHa — OHa He obpabaTbiBaeTcs
1 He MNoKMAaeT NpeAesoB KOMMbIOTEPa.

He oka)xetcs nu B pesynbTaTe paboTbl pelneHNs
nepepaaHa B 06/1aK0 M cCKOMNpPOMeTUpoBaHa
TOMO/IOTNA KOPNopaTUBHOW ceTn?

PeweHwne Cezurity He cobupaeT 1 He aHann3MpyeT
MHbOPMaLMIO O TOMOJAOTMN KOPMOPATUBHOM CETH.

MyTv K dainnam B KpUTMUeckmx obnactax
cucTembl NepegatoTcs B 061ako, HO
nepes 3TMM NOABEPraroTCA aHOHUMM3AL NN,

Ecan 6yaeTt atakoBaHo camo pelueHue COTA,

TO CMOTYT /11 3/1I0YMbILL/IEHHUKMN
BOCIMO/1b30BaThCA YCTAHOBJ/IEHHbIMW Ha KaXkA0M
M3 KOMNbIOTEPOB areHTamMu A1A TOro UTo6bl
MOXUTUTb HY)KHYIO UM UH$popmaumio?

3/10YMbILLJIEHHUKN HE CMOTYT BOCMO/1b30BaThCA
areHTamu JJis NOXMLEHNS MHPOopMaLUu.

JaHHble MOAy B aBTOMATUYECKOM U @aBTOHOMHOM
pex1me BbIMONHAT CiejytoL e 3ajaum:
nepuoAMYeckoe CKaHVPOBaHWE COCTOAHMS
CUCTEMBI, N3BAEYEHME HEOBX0AMMOro Habopa
KPUTNYECKMX OOBEKTOB U X XapakTEPUCTHIK,
MOAroTOBKa AaHHbIX Af OTNPaBKM B 061aKo
(arperaumsa 1 aHOHMMM3aLMA) U UX Nepesayva.
HeBO3MOXHO yAaneHHO U3MEHUTb
bYHKLMOHANBHOCTb areHTa Win NnoayyYnTb C ero
MOMOLLbIO Kakyto-11Mbo Apyryto nHdopmaLmio ¢
KNMEHTCKOro KOMMboTEpa.

www.cezurity.com

Cezurity — poccuiickas KoMnaHus, paspabatbiatoLLas
TEXHOIOTUW U PELLIEHNA 415 3aLUMTbI OT LUMPOKOro Kpyra
BPEAOHOCHbIX MPOrpaMMm 1 xakepckux atak. OcHoBaHa

B 2006 rogy (#o 2011 roga HasbiBanach «OHMalH PeleHns»),

C MOMEHTa CBOEero nossieHns Gokycmpyetcs Ha paspaboTke
TEXHOJIOTWIA 3aLLMTbl HOBOTO MOKOJIEHWS, peann3aLmns KoTopbIxX
CTasia BO3MOXHa 61arogaps WMPOKOMY NPYMEHEHNHO
06/1a4HBIX TEXHOIOTUW N METOA0B MHTENNEKTYaNbHOrO aHanmn3a
60/1bLUNX MacCcMBOB AaHHbIX (Big Data). Cpeau kitoueBbix
TexHonorui Cezurity — aHann3 CobbITUMA, MOHUTOPUHT
N3MEHEHWUI CUCTEM, CO3ZaHWNe 3aLUMLLEHHbIX CPes UCMONHEHWS
nporpaMMHoOro obecrneyeHms.
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